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Smart Sustainable Cities
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ICT & IoT Devices Scale (Micro) 

Internet 
of 
Things
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What is the Internet of Things?

Connectivity Data AnalyticsThings
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Connected Devices

The Industrialization of the Internet is Now

Source: Cisco 
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http://www.youtube.com/watch?v=kq8wcjQYW90&list=PLD4B1B7AB8011CFB7&index=2
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Connecting Physical World to Digital
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A Holistic View of IoT

12© 2018 Sekhar Kondepudi



Endless Possibilities

Source: Nokia Networks

13© 2018 Sekhar Kondepudi



Smart 
Green 
Buildings
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Building Scale 
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What’s Really Happening?
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The Conditions in Buildings therefore IMPACT our 
Comfort, Well-Being and Productivity in a BIG Way



If You Cannot MEASURE it, You Cannot IMPROVE it
Peter F. Drucker

Energy
Savings

Comfort & 
Well-Being

Efficiency &
Productivity
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Energy

Lighting & Plug Load  

Consume  30 % of a 
Building’s Energy Load

Air-Conditioning  

Contributes to 50 + % of 
annual usage

Electrical Costs 

1000m2 of floor space, 
costs $ 75,000/ year

Buildings Consume Over 40 % of the Energy in the World
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Temperature

75% of Employees Complain 
about it being Too HOT or Too 
COLD

Noise  

70 % of Employees state that 
their work environments are 
too noisy

Air Quality

Polluted Indoor Environments 
can be 2-5 times higher than 
those outdoors

Over 2/3 of office workers are uncomfortable while working

Comfort & Well-Being
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Efficiency & Productivity

20

Thermal Comfort

An Office which is Too Hot or 
Too Cold can Cause a Drop in 
Productivity of up to 6 %

Impact of Noise  

Distracting Noise Can Lead to 
a 66 % Decline in Employee 
Performance

Air Quality

Continuously High Levels of 
CO2 can result in 40 % Lower 
Cognitive Brain Function
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What is a Smart Building?

▪ A building which is sustainable – water, 

energy

▪ It enhances employee / occupancy 

productivity through better comfort and well 

being.

▪ It is a building that is managed 

comprehensively from concept to grave.

▪ It is well instrumented to enable monitoring 

and optimal operations
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Analytics, Informatics & Dashboards

• Wireless Sensor Networks

• Energy & Environmental Data

• View, Compare, Share  

• Analytics & Prediction 

• Energy Savings Strategies 

• Operational Optimization

• Real-time Information / “Pulse”
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Visualization – What is “going on”

23© 2018 Sekhar Kondepudi



What is the Value

Improved Quality of Life @ Work

Correlation of 

Events
Insights

Spot Trends

Short-Mid-Long 

Term

Real Time 

“State of the 

Building”

Energy Savings
Spatial Analysis of 

Data

2
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Smart 
Sustainable 
Cities
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Urban or City Scale (Macro) 

3
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What is a Smart Sustainable City ? 

“A smart sustainable city is an 

innovative city that uses information 

and communication technologies 

(ICTs) and other means to improve 

quality of life, efficiency of urban 

operation and services, and 

competitiveness, while ensuring that 

it meets the needs of present and 

future generations with respect to 

economic, social and environmental 

aspects”.

26

Source: ITU
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SERVICE
INFRASTRUCTURE

DIGITAL
INFRASTRUCTURE

Leveraging on both physical & digital 

infrastructure to provide Smart services to 

end-users

Refers to the technology and means of 

measuring, collecting, storing and 

analyzing data for  operation and 

improvement of the city

PHYSICAL
INFRASTRUCTURE

Physical infrastructure essential in a 

city that can be enhanced and made 

smart through digital infrastructure

S M A R T  C I T Y  F R A M E W O R K
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Green 
INFRASTRUCTURE

• Open spaces

• Electricity, gas, water, 

waste

Utilities
INFRASTRUCTURE

• Land, air, sea-based

• Transport, transit, logistics

Mobility
INFRASTRUCTURE

Real Estate
INFRASTRUCTURE

• Conventional land uses: 

residential, commercial, 

industrial, etc

• Smart City real estate data 

centers, servers, etc

• Electricity, gas, water, waste

PHYSICAL
Infrastructure
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Urban Layer
• Physical infrastructure to be enhanced 

by digital infrastructures

• E.g. Smart Waste Collection

Sensor Layer
• Technology for sensing and monitoring  

multiple parameters 

• E.g. humidity, water, energy, occupancy

Connectivity Layer
• Seamless data & information transfer 

and storage from sensors

Data Analytics Layer

I. Descriptive: data mining (What has happened?)

II. Predictive: statistical models and forecasts (What could happen?)

III. Prescriptive: optimisation and stimulation (What should we do?)

Automation Layer
• Digital enabling interface layer 

to allow for response from data

• E.g. automated notification and 

workflows

Engagement Layer
• Enabling citizen feedback and 

engagement with data

1
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DIGITAL
Infrastructure
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Healthcare

Education

IT Services

Financial Services

Safety & Security 

Services

Mobility Services

Building Services

Hospitality Services

Retail Services

Telecommunication 

Services
Production/ 

Industrial Services

Professional/ 

Personal Services

SERVICE
Infrastructure
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SERVICE
INFRASTRUCTURE

DIGITAL
INFRASTRUCTURE

Leveraging on both physical & digital 

infrastructure to provide Smart services to 

end-users

Refers to the technology and means of 

measuring, collecting, storing and 

analyzing data for  operation and 

improvement of the city

PHYSICAL
INFRASTRUCTURE

Physical infrastructure essential in a 

city that can be enhanced and made 

smart through digital infrastructure

S M A R T  C I T Y  F R A M E W O R K
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• Uses Roads and Cars (Physical) 

• Uses the Internet / 3G-4G Data 

Communications (Digital) 

• Provides a Transportation 

(Service) which runs on top of the 

Physical and Digital Infrastructure
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Smart Sensors in a City 
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Big Data Meets 
IoT, Buildings 
&  Cities
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BIG DATA

Every day, the world  creates 2.5 Quintillion  (how many zeros
?) bytes of data

90 % of all the Data today has been created in the last 2 years 
(2011-2012)

In the 11 years between 2009 and 2020, the size of the "Digital 
Universe" will increase 44 fold. That's a 41% increase in capacity 
every year. 

In addition, only 5% of this data being created is structured 
and the remaining 95% is largely  unstructured, or at best 
semi-structured. 

Sources of this data : Sensors, social media posts, pictures 
posted, videos posted, comments, transactions, GPS data etc. 

The Little Book of BIG DATA (2012), Norleen Burlingame
© 2018 Sekhar Kondepudi
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Its Yuge – Very Bigly

35
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Overview of Big Data
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"The goal is to turn data into information, and 
information into insight.”

– Carly Fiorina, former chief executive of Hewlett-Packard Company.
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Everything & Everyone is Generating Data
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Common 

IoT 

Standards 

& 

Framewor

k

© 2018 Sekhar Kondepudi



No One Knows What To Do With It 

38
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…..Or if Its Any Good
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IoT Meets Big Data

IoT is about data, devices, and connectivity. 
Data – big and small – is front and center in 
the IoT world of connected devices.

Big data is about data, plain and simple. 
Yes, you can add all sorts of adjectives 
when talking about “big” data, but at 
the end of the day, it’s all data.

39
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IoT will Shape Smart Cities

IoT is “The network of physical objects that contain embedded technology to 

communicate and sense or interact with their internal state or the external 

environment”.  

Smart cities will need to factor in how deeply the city infrastructure and service 

life cycles will be impacted by their Internet of Things endpoint deployments. 

City department CIOs and CTOs must plan for security and functionality upgrades 

as well as bandwidth requirements”  

Gartner
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Data-Driven Cities

• "We are increasingly able to digitally search and interrogate the city. 

Social tools can be layered over the city, giving us real-time access to 

information about the things and people that surround us, helping us to 

connect in new ways and giving rise to a data-driven society.

• Cities today are vast repositories of information, endlessly collecting and 

archiving data. When semantically organised, the data can be exposed, 

shared, and interconnected. Giving people the right kind of access to this 

information can spark new applications and services, new ways of living, 

creating and being.”

Kirby, Terry. “City design: Transforming tomorrow.” 

The Guardian. N.d. Web. February 2013.

41
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“There were 34,522 complaints called in to 311 between September 8 and September 15, 2010 in 

New York City. Here are the most common, plotted by time of day.  (WIRED Magazine)42
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Possible Data Driven Services in a Smart City

Frost & Sullivan 43
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Food For Thought
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Big Data and Personal Identifiable Identity
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• Privacy protections aren’t enough any more.

• Big data analytics can compromise identity by

allowing data-driven organisations to moderate and

even determine who we are before we make up our

own minds.

• We need to begin to think about the kind of big data

predictions and inferences that we will allow, and

the ones that we should not.

FACEBOOK knows more about me than I 

know about myself …..

….. and I do not even 

have a FACEBOOK account 
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Lets Take a Look @ Consumer Devices
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10 most popular IoT devices in different categories (source HP) : (1) TV, (2) webcam, (3) 

home thermostat, (4) remote power outlet, (5) sprinkler controller, (6) hub for controlling 

multiple devices, (7) door lock, (8) home alarm,  (9) weighing scales, (10) garage door 

opener

9 collected at least one piece of personal information via the device, its cloud, or the app. 

For example : name, address, date of birth, health data, even credit card numbers

8 failed to require passwords of sufficient complexity or length.  Most allowed eg. “1234” 

or “123456”

7 had unencrypted communications with Internet or local network.  Half of mobile apps 

had unencrypted communications.

6 didn’t used encryption to upload software updates. Some updates could be intercepted 

and the whole code viewed and changed.
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”Health” IoT / Mobile App Measurements

Skin Conductance Basis, Body Media, Empatica, Neumitra

Oxygen Level iHealth, Withings, Owlet

Posture Lumo, Zephyr, Jins Merne

Hydration Corventis, MC10

Temperature Tempdrop, Empatica, BodyMedia, Basis, Owlet, MC10

Sleep Fitbit, Rest devices, Garmin, Nike, Amigo, BodyMedia, Withings, 

Samsung, Misfit, Jewborne, iHealth, Basis, Owlet

Brain activity NeuroSky, DAQRI, Emotiv

Glucose Google, Dexcom, Glysens Inc

Respiration Spire, Zephyr, Rest Devices

Ingestion Proteus

Eye Tracking Jins Merne

Heart tracking Zephyr, Withings, Sprouting, Proteus, iHealth, Basis, Cofventis, 

AliveCor,  Samsung, Garmin, Empatica, Owlet

"Their goal is to turn your personal “health information” into $$$  
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Data Secure Buildings
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http://www.youtube.com/watch?v=F7pYHN9iC9I
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Some Examples

• Recently, hackers set off 156 emergency sirens in Dallas, Texas, 
disrupting residents and overwhelming 911 operators throughout 
the day. The number of attacks on critical infrastructure jumped 
from under 200 in 2012 to almost 300 attacks in 2015.  

• Once hackers invade smart city control systems, they can send 
manipulated data to servers to exploit and crash entire data centers. 
This is how hackers gained access to an Illinois water utility control 
system in 2011, destroying a water pump that serviced 2,200 
customers. 

• A hypothetical hack that triggers a blackout in North America is 
estimated to leave 93 million people without power and could cost 
insurers anywhere from $21 billion to $71 billion in damages.
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https://youtu.be/F7pYHN9iC9I
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Prof. Sekhar Kondepudi

IoT, Smart Buildings & Smart Cities,  

National University of Singapore 

E  sekhar.kondepudi@nus.edu.sg

M : +65 9856 6472

“Nothing Ever Exists Entirely Alone;  

Everything is in Relation to Everything Else”  

53

“All Things are Interconnected & Not Separate. 

At the Same Time All Things Retain their Individuality". 

http://www.youtube.com/watch?v=9wfZH6ZWxmk

