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Internet of Things - loT

Smart Green Buildings

Smart Sustainable Cities

Big Data Meets loT, Buildings & Cities
Food For Thought

© 2018 Sekhar Kondepudi 2




INTERNET
ofTHINGS

INnternet

oli ICT & IoT Devices Scale (Micro)

Things

© 2018 Sekhar Kondepudi  ;



- G

of singapo

60

SEC@NDS_

MORE THAN
5000

'NLOADED
ou ANDROID

MORE THAN

2580 000

S SENT
ON SNAPCHAT




Things

Connectivity

Ana

lytics

018 Sekhar Konow



Connected Devices

The Industrialization of the Internet is Now
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The Internet of Things

%Q:
HVAC,
Transport, Storage
Fire & Safety, 4, PCs, Routers
Lighting, Switches
o Prog, PBXs, otc
Access, etc. Cleap, €ss,
Q’"Plc

Security/
Public Safety

Consumer &
Home

Transportation

Meters, Lights, TVs, MP3,

Games Consoles, Lighting
Alarms, etc.
MR, PDAs
Implants, Surgical Euipment Vehidles, Lights, Ships
Pumps, Montors Planes, Signage
Telemedicine, etc. Pumps, Valves, Vats, Conveyors, Pipelines Tolls, etc.
Motors, Drives, Converting, Fabrication
Beecham
Research Assembly/Packaging, Vessels/Tanks, etc.
Boston | London info@beechamresearch.com +44 (0)845 533 1758 www.beechamresearch.com © 2009 Beecham Research Ltd.
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http://www.youtube.com/watch?v=kq8wcjQYW90&list=PLD4B1B7AB8011CFB7&index=2
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Connected Cows
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Connecting Physical World to Digital

O Building
@ Environmental = Management

Connected Social
e™e" Car & Local
Home o
é i Logistics &
Automation gist
Personalized Shipping Q_-.
O Identity & Insurance
Tracking
ﬂ Healthcare

Energy Grid
Farming“
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A Holistic View of loT

1 As these intersections blend the
physical with the digital, they are
mediated by ongoing user
interactions, business processes,
technology architectures, and
newly created market forces.

Physical World

Physical World

Actuators

Sensors &
Instruments

Power Supply

Revenue
Type

- Physical Product // Software J/ Data Acoass / Senaca

~Indirect // One-time foe // Pay per use /# Subscription

License & Location
Progrigtary > Opan Source
Cioud > On Pramise Edge

Market Delivery

Channel

Direct / Distributors & Whlesalers // Resellers
1 Systorms Integrators

Direct Services

Engineering /# Consufting /# Support 4/ Training

Business

-

 User Exgerience

A = /
Egr::itt;x/‘; Location //Time P/e — ' (r 5

Device
Embedded // Accessories // Mobile // Fixed

< 5 4 alcmﬁﬂ@mm
Tech

Cloud Services
Security

Value Added Apps
- Analytics / Dashboards
- Mobie & Collaboration —_—
- Assot Management // Supply Chain Managament //
Energy Managemant // Customer Suppor  Security
Management

System Applications
- Mianitoring and Stata /7 Location & Tracking # Diagnos-
tics & Prognostics // Autormation // Analytics
- Application Enablement and Tools
- Dsta Aggregation / Data Transformation & Man-
agement / Edge Processing
- Device Management
- Connectivity Senices
I Network Services

Wirgline / WPAN / WILAN / LWPAN / WWAN g
Connectivity & Device Enablement
Software _

v

Device Software # Dev Security & Encryption 4
J# Oper -
Network Hardware

Routers & Gateways // Silcon, Boards & Modules

Market

Information Technology
& Communications

- Consumer
- Professional
Mobility Institutional & Facilities & Resources & Production
- Transporation Commercial Security - Resources
- Healthcare - Buildings - Energy
- Retail / Commearcial - Security - Industrial

=2 NUS
&

National University

of Singapore
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Endless Possibilities

E] Work & game

AUggarTrﬁneiRthd 5> while traveling
Time shift

Augmented

shopping s
Augmented

dashboard
Real time Smart

. | 9
workin cloud  dothes Qg/ S
8k Video Mobile living smart

beamer
4k Video watch

Communication 'Rgaming

Travel & <
3
®

= commute <
O Real time o
9

2
j | cloud access
Virtual 3D

presence Advanced
Health monitoring

« X Remote @
® ' Diagnosis
Touch & steer

HD Cams NW

Real-time
remote control

Safety & Security

Reliable emergency
communications

o

Self driving

s— Automotive

Assisted driving

Maintenance Factory e

optimization@ automation  Real-time
ll\l—l@

remote control
3D printing

Tracking / inventory
systems

Industry 4.0

Toll collection = | =

Traffic Mgmt.

Traffic steering &
management

Connected A
home |
Smart grids

Westememt: Jtility & Energy

Source: Nokia Ketworks
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Smart
Green

Buildings
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WE SPEND OVER 90% OF OUR TIME INDOORS™!

The Conditions in Bwldmgs therefore IIVIPACTour
Comfort, Well-Being and Productivity in a BIG Way
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Temperature ‘ Joise " {Alr Qu I|ty

| : 75% of Employees Complain 70 % of Employegs state that r PoIIuted IndoorEnvironments
about it being Too HOT or Too §# their work environments are & can be 2-5 times higher than 55
' too noisy those outdoors



éThermaI Comfort

An Office which is Too Hot or
- Too Cold can Cause a Drop in
- Productivity of up to 6 %

ency & ‘rod u!t|V|ty i 1

Impact of'Noise A|r Quallty

il
Distracting Noiseg€an Lead to ﬁ Continuously High Levelsof
a 66 % Decline in"Employee CO can result in 40 % Lower
Performance ' Cognltlve Brain Function
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What s a Smart Building?

= A building which is sustainable — water,
energy

= |t enhances employee / occupancy
productivity through better comfort and well
being.

= |t is a building that is managed
comprehensively from concept to grave.

= |t is well instrumented to enable monitoring
and optimal operations

© 2018 Sekhar Kondepudi



Analytics, Informatics & Dashboards

 Wireless Sensor Networks

. ' B Ll -
Energy & Environmental Data . " ==
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*  View, Compare, Share

* Analytics & Prediction

* Energy Savings Strategies

* QOperational Optimization
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Visualization — What is ‘going on”

OVERVIEW

14/06/2018 08:29:36

(3) THERMAL Fair @ @ VISUAL

o % 228 68.9 % % % 267.ux
\ BTemperature @ Humidity T~ % Light

== AIR QUALITY

Recommended Values:800PPM ,600PPB

*""%, 406rrm 487 pprs "%, 48as
\ (& C02 @G> VoC — RS

«]) AURAL

(3) SINGAPORE

27.22°c 24 -°c/29c 88 % 417 m/s Clouds

B Temperature B Min/Max Temp. @ Humidity = Wind Speed &6

S ¢ )
91 0 0

Total Devices Total Users Total Zones

Fair () |5t INDICES

Comfort Productivity
Impact

® TIP

You can save money on your heating and
cooling bills by simply resetting your
thermostat when you are asleep or away
from home.
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What is the Value

Real Time Spot Trends

Short-Mid-Long

“State of the
Building” Term

Insiahts Correlation of

° Events

Spatial Analysis of .
Data Energy Savings

Improved Quality of Life @ Work

2
: © 2018 Sekhar Kondepudi ,,



| Urb City Scale (M
Sustainable — an or City Scale (Macro)

Clties
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What is a Smart Sustainable City ?

"A smart sustainable city (s an
(nnovative city that uses information
and communication technologies
(ICTs) and other means to improve
quality of life, efficiency of urban
operation and services, and
competitiveness, while ensuring that
it meets the needs of present and
future generations with respect to
economic, soctal and environmental
aspects”.

Source: ITU

Smart Economy Smart People

Smart Governance

RSH
m>Z

IAUZ pews

AyjIqoA Hews Sulall HewS juawuol
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SMART CITY FRAMEWORK

SERVICE

INFRASTRUCTURE

Leveraging on both physical & digital
infrastructure to provide Smart services to
end-users

PHYSICAL

INFRASTRUCTURE

DIGITAL

INFRASTRUCTURE

Physical infrastructure essential in a
city that can be enhanced and made
smart through digital infrastructure

Refers to the technology and means of
measuring, collecting, storing and

——
: . —
analyzing data for operation and

improvement of the city

Py e
© 2018 Sekhar Kondepudi




Utilities
INFRASTRUCTURE

* Electricity, gas, water, waste

Real Estate Mobility

INFRASTRUCTURE INFRASTRUCTURE

« Conventional land uses: PHYSICAL » Land, air, sea-based

residential, commercial, < Transport, transit, |OgiStiCS
industrial, etc

» Smart City real estate data
centers, servers, etc

Infrastructure

Green

INFRASTRUCTURE
* Open spaces

© 2018 Sekhar Kondepudi



©

Engagement Layer

« Enabling citizen feedbackand
engagement with data

()

Automation Layer

+ Digital' enabling interface layer
to allow for response from data

« E.g. automated notification and
workflows

®

Urban Layer

» Physical infrastructure to be enhanced
by digital infrastructures
* E.g. Smart Waste Collection

DIGITAL

Infrastructure

) Data Analytics Layer

|. Descriptive: data mining (What has happened?)
ll. Predictive: statistical models and forecasts (What could happen?)
lll. Prescriptive: optimisation and stimulation (What should we do?)

Q)

Sensor Layer

» Technology for sensing and monitoring
multiple parameters
» E.g. humidity, water, energy, occupancy

C

Connectivity Layer

» "Seamless data & infofmation transfer
and storage from sensors

© 2018 Sekhar Kondepudi



Services

SERVICE

Infrastructure

oty & Se
Services

. Mobility Services

Building F
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SMART CITY FRAMEWORK

PHYSICAL

INFRASTRUCTURE

Physical infrastructure essential in a
city that can be enhanced and made
smart through digital infrastructure

1L Cn

SERVICE

INFRASTRUCTURE

Leveraging on both physical & digital
infrastructure to provide Smart services to
end-users

» Uses Roads and Cars (Physical)

 Uses the Internet / 3G-4G Data
Communications (Digital)

* Provides a Transportation
(Service) which runs on top of the
Physical and Digital Infrastructure

/

DIGITAL

INFRASTRUCTURE B e com—

Refers to the technology and means of

measuring, collecting, storing and
0 0 e
analyzing data for operation and
improvement of the city
- —
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rt Sensors in a Cit

Libelium Smart World

Air Pollution
Control of OO, emassions of factones, pollution
eminted by cors and ¢ gases generated o
faerns

Forest Fire Detection

Mcontonng of combushon gases and preemptam
firw condions 1o defive alert 2orws

Wine Quality Enhancing

Monitering soil mosture and trunk diameter
in vineyards to contrel the ameunt of sugar in
grapes and grapenne health

Offspring Care
Control of groming conditions of the cfapeing in
arsrnad farms 10 onsure 06 survvad and health

Sportsmen Care

Vital signs monitoring in hsgh performance
centers and helds

Structural Health

Montonng of vibratons and matenal cond tions

0 Buildings, ndges and historcal monuments

Quality of Shipment Conditions

Monitorng of wbraticns, sirokes, containes openngs
or cold chain maintenance for insurance purposes

Smartphones Detection Electromagnetic Levels

Deterr iPhone and Arce es and
genera. ary devee whach works with Wili o
Bluetooth intertaces.

Meoasurement cf 1he energy radioted
by cell s2atons and and WiF: routers

Traffic Congestion

cted areas and detoction Montoring of vehuties and pacdestnan
wed areas affiuence to optimize draing and walking
routes

Access cortrod to res

Dstnbuted measurement o radation levels
i NUCLAE" POWSF SIANONS SUFCUNG IS 30
generate irakage slorts

Water Quality
Study of warter sustabdity in rivers ard the
saa for fauna and eligibilty for dnnicadle
use

Waste Management
Detecton of rubbsh levels m contamers
10 GphMmize the trash collaction routes.

Smart Parking

Mortonng of parking spaces avaabilty

Golf Courses

recd. ce the water rasources recu-ed in

Smart Roads

Warning messages and  dversions
accordng o climate conciticns and
unexpected events e acodents or

tratfic joms

Smart Lighting

Ineflgent and weather adaptve Lghting

n stree! bghts.

Intelligent Shopping

Getting odwces n the pont
Accoedsy
presenc
or expring dates

Noise Urban Maps

ING 20nes N real ime

Water Leakages

Ve D

Item Location

Search of indradual Serms in by &

e warehouses o harbours

Sound monitonng . bar areas and

of zale
310 customer habits, preferences,
o' sllergic components for them

20 CARde Lanks
and pressure vanatons slong ppes

Vehicle Auto-diagnosis
Infermation celiection fremn CanBus 1o
sand real trme alarms 10 emergencies
o prowde adwice 10 drvers

wraces

libelRim’

www.libelium.com
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BIg Data Meets

0T, Buildings
& Cities
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Every day, the world creates 2.5 Quintillion (how many zeros
?) bytes of data

90 % of all the Data today has been created in the last 2 years
(2011-2012)

In the 11 years between 2009 and 2020, the size of the "Digital
Universe" will increase 44 fold. That's a 41% increase in capacity
every year.

In addition, only 5% of this data being created is structured
and the remaining 95% is largely unstructured, or at best
semi-structured.

|||||

Sources of this data : Sensors, social media posts, pictures
posted, videos posted, comments, transactions, GPS data etc.

© 2018 Sekhar Kondepudi
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ts Yuge — Very Bigly

2,000,000,000,000,000,000

In 2012, we created 2.5 quintillion bytes of data every day.

“ of the world’s data was created in the last two years alone.
“ As a society, we're producing and capturing more data each

day than was seen by everyone since the beginning of time.

© 2018 Sekhar Kondepudi .,



Overview of Big Data

O
‘......... 00 =0=0 @ @ @3 e . -
e e 0o 0 0 O e @® »

e e 0 0 o -0 =0 =e=0 @ e
*e%e%e’e’e . O . s ®» o
.......... =0 =0=0 —/—@ O @ & ® .
® © © o o —0=0 —® =0 ..Q.Q ‘.

® ¢ & o o
Data at Rest Data in Motion Data in Many Data in Doubt

Forms
Uncertainty due to
Terabytes to Streaming data, Structured, data inconsistency
exabytes of existing milliseconds to unstructured, text, & incompleteness,
data to process seconds to respond multimedia ambiguities, latency,

deception, model
approximations

"The goal is to turn data into information, and

information into insight.”

— Carly Fiorina, former chief executive of Hewlett-Packard Company.
© 2018 Sekhar Kondepudi




Real Estate

loT for
Avuatlon

Map & Road
Analysis

/

loT for
Industrial

\

Inventory
Management

\

loT for Energy
& Utilities

S

Asset

loT for

/ Electronics \

Managemem

»

Management

e loT for

Manufacturing

loT for
Retail

\

Maintenance
& Repair

Automotive

Y

Dynamic People
Flow

/

loT for
Insurance

~

Facility
Management

Hospitals & Doctors

Insurance companies

Consumer equipment providers
Consumers o

Appliances
Home & providers
ICT infrastructure Building
providers
Facility
Regulators management
Logistics ‘ Retail stores
companies
Application
Public transport developers
companies Mobility/
Transpor-
tation
Utilities

City authorities Manufactur-

ing

Manufacturing industries Automation equipment providers

© 2018 Sekhar Kondepudi
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No One Knows What To Do With It

LET'S SOLVE THIS PROBLEM BY
USING THE BIG DATA NONE
OF US HAVE THE SLIGHTEST
IDEA WHAT TO DO WITH

® marketoonist.com

..Or it lts Any Good

ARE YOU SURE
THE DATA YOU GAVE
ME IS CORRECT?

Dilbert.com DilbertCartoonist@gmail.com

I'VE BEEN GIVING YOU
INCORRECT DATA FOR
YEARS. THIS IS THE FIRST
TIME YOU'VE ASKED.

L

19

5-7-14 ©2014 Scott Adams, Inc./Dist. by Universal Uchick

| WHAT?

I SAID
THE DATA
IS TOTALLY
ACCURATE.

38



o1 Meets Big Data

INTERNET
o'THINGS

loT is about data, devices, and connectivity.
Data — big and small —is front and center in
the IoT world of connected devices.

Big data is about data, plain and simple.
Yes, you can add all sorts of adjectives
when talking about “big” data, but at
the end of the day, it's all data.

© 2018 Sekhar Kondepudi
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loT will Shage Smart Cities

loT is “The network of physical objects that contain embedded technology to
communicate and sense or interact with their internal state or the external

environment”.

Smart cities will need to factor in how deeply the city infrastructure and service
life cycles will be impacted by their Internet of Things endpoint deployments.

City department CIOs and CTOs must plan for security and functionality upgrades
as well as bandwidth requirements”

Gartner

© 2018 Sekhar Kondepudi



Data-Driven Cities

« "We are increasingly able to digitally search and interrogate the city.
Social tools can be layered over the city, giving us real-time access to
information about the things and people that surround us, helping us to
connect in new ways and giving rise to a data-driven society.

- (Cities today are vast repositories of information, endlessly collecting and
archiving data. When semantically organised, the data can be exposed,
shared, and interconnected. Giving people the right kind of access to this
information can spark new applications and services, new ways of living,
creating and being.”

Kirby, Terry. “City design: Transforming tomorrow.”
The Guardian. N.d. Web. February 2013.

© 2018 Sekhar Kondepudi
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MIDNIGHT

CONSUMER COMPLAINTS
DAMAGED TREES

GRAFFITI

" TRAFFIC SIGNAL CONDIT!ONg
I DIRTY CONDITIONS

- @ CHLOROFLUOROCARBON RECOVERY

SANITATION CONDITIONS

e SEWER MAINTENANCE

|

BLOCKED DRIVEWAYS ]

¥ LOST PROPERTY

STREET CONDITIONS

TAXI COMPLAINTS

[ Nois

GENERAL CONSTRUCTION—PLUMBING
ILLEGAL PARKING A\
SIDEWALK CONDITIONS

RODENTS
ILLEGAL BUILDING USES =i
-

WATER MAINTENANCE

OVERGROWN TREES/BRANCHES

PROPERTY TAXES

PPOOPPOODOD O

Wired Magazine 2011 © 2018 Sekhar Kondepudi



Traffic
management

Electric wehicle
charging
infrastructure

Tolling and
Ccongestion
charging

Integrated
mobility

managemaent

Products / Services

Geo Fencing &
Asset Tracking

Parking
Management and

Payment
Solutions

Smart grids:
ENETETy
management

Smart home
appliances

Flow and
regenerative
technologies

FRenswable
integration

Sensors and

Cmart Material

City Cloud
Computing

Data-centric
Consulting
Services

Information
Management
Services

IT Advisory
Services

Managed

Security Services

Aunthentication
and Monitoring

{Sensors, Video
Surveillance)

Identity
Management

Cyber Security

Intelligent, real
fime security
management

Sensor acthuator
solutions

Logistics [
Mobility security
management

Building security

Integrated health
record system

Tele-consultation
farcility

Data and
Business
Analyties for
Healtheare

e-Services
Transactons and
Paymenis

E.
Communication
Notifications and
alert service

e-Administration
Tools for public
administration

e-Security
Law enforcement and

EMETEENCY
management

g-Businesses
Regisration Services
Patent Renewals

M-Governance

SM5 Tax Returns
SM 5 Tilicy Bills

© 2018 Sekhar Kondepudi
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Food For Thought
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Big Data and Personal Identitiable Identity

Age
Marital Status
Name
E-Mail
Net Worth
Car Owner
Homeowner/Renter

Clicks
Downloads
Web-Sites Visited
Internet Searches
On-Line Purchases
Average Spending
UserNames
Kids / Children
Medical History
Voting Habits
Political Party
Social Strata

Privacy protections aren’'t enough any more.

Big data analytics can compromise identity by
allowing data-driven organisations to moderate and
even determine who we are before we make up our
own minds.

We need to begin to think about the kind of big data
predictions and inferences that we will allow, and
the ones that we should not.

FACEBOOK knows more about me than |
know about myself
.....and | do not even

have a FACEBOOK account ®

© 2018 Sekhar Kondepudi



Lets Take a Look @ Consumer Devices

(KON aq[elS W ole]o]VI =Vl [0l Ie LAV [oSEH [ WMo lli (T =TI M1 Eo ol [l (source HP) : (1) TV, (2) webcam, (3)

home thermostat, (4) remote power outlet, (5) sprinkler controller, (6) hub for controlling
multiple devices, (7) door lock, (8) home alarm, (9) weighing scales, (10) garage door
opener

9 collected at least one piece of personal information YERig[sRe[SXVi[ol=MIFei[o]8[e MeI@ig[sX-Te]o}

For example : name, address, date of birth, health data, even credit card numbers

8 failed to require passwords of sufficient complexity or lengthS\Ylels=1{leli¥To I =To M DT/
or “123456"

7 had unencrypted communications with Internet or local networkEgElRe aglele]I[=R=Te]o}S
had unencrypted communications.

CXollelsNuVETTo =TolegY el i{e] gl (e Y UTo] [eF=Te STl WVYEICRRIOIe EIEEY. SOome updates could be intercepted

and the whole code viewed and changed.
© 2018 Sekhar Kondepudi 4,



"Health” loT / Mobile App Measurements

Skin Conductance
Oxygen Level
Posture

Hydration
Temperature
Sleep

Brain activity
Glucose
Respiration
Ingestion

Eye Tracking
Heart tracking

Basis, Body Media, Empatica, Neumitra

iIHealth, Withings, Owlet

Lumo, Zephyr, Jins Merne

Corventis, MC10

Tempdrop, Empatica, BodyMedia, Basis, Owlet, MC10

Fitbit, Rest devices, Garmin, Nike, Amigo, BodyMedia, Withings,
Samsung, Misfit, Jewborne, iHealth, Basis, Owlet

NeuroSky, DAQRI, Emotiv

Google, Dexcom, Glysens Inc

Spire, Zephyr, Rest Devices

Proteus

Jins Merne

Zephyr, Withings, Sprouting, Proteus, iHealth, Basis, Cofventis,
AliveCor, Samsung, Garmin, Empatica, Owlet

"Their goal is to turn your personal “health information” into $S$$

© 2018 Sekhar Kondepudi



Data Secure Buildings

greentechefficiency:

«PREV i EFFICIENCY: . NEXT>

1 .

e , 1 7
@]' Nest Labs Acquires : Enel’gy Management

' MyEnergyto...

Hackers Penetrate
Google’s Building
Management
System

The downside of smarter
buildings: “If Google can fall

victim, anyone can.”

48
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http://www.youtube.com/watch?v=F7pYHN9iC9I

TECHNOLOGY

Smart Cities Are Going to Be
a Security Nightmare

by Todd Thibodeaux

APRIL 28, 2017

The ‘Wannacry’ ransomware attack

The attack has hit more than 200,000 victims in at least 150 countries, says Europol

77\\, ‘{I - |
=5 wSE

It's Not Over!

Source: Intel. malwaretech.com 0 o AP

Version 2.0 Arrived

© 2018 Sekhar Kondepudi



Some Examples

« Recently, hackers set off 156 emergency sirens in Dallas, Texas,
disrupting residents and overwhelming 911 operators throughout
the day. The number of attacks on critical infrastructure jumped
from under 200 in 2012 to almost 300 attacks in 2015.

Once hackers invade smart city control systems, they can send
manipulated data to servers to exploit and crash entire data centers.
This is how hackers gained access to an lllinois water utility control
system in 2011, destroying a water pump that serviced 2,200
customers.

* A hypothetical hack that triggers a blackout in North America is
estimated to leave 93 million people without power and could cost
insurers anywhere from $21 billion to $71 billion in damages.
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Brussels, Belgium
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https://youtu.be/F7pYHN9iC9I

“Nothing Ever Exists Entirely Alone
Everything is in ReIatlon to Everything Else” |

"All Things are Interconnected & Not Separate
At the Same Time All Thlngs Retaln the|r Ind|V|duaI|ty"
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http://www.youtube.com/watch?v=9wfZH6ZWxmk

