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withiunexpected and ambiguous disruptions

HansRHeinimann; Programme Director

Future Resilient’Systems (@) CREATE
Singapore

ETH:zurich



; | E*’E - ° °
 Heeopei 2 . . Disruptive Technology
business &3 ™= Femo == niln “g
pin COF ST SE FE mr i ey w
a> S5 M=t ES :gm businesses & Eg'—ﬂlllllﬂ
S A et s s B L= &
= =H important & ? 3= ﬁ IIIZ]:E‘EEEQE Eg
= = b “0 0 = E:E ¥
R et A | ISR E
oo S 222 chang | e - = 2=
g.-'*.i!gtllﬂ!le — ggl'-éwurk [« k) ;n'a;; llmﬂlll:tllillm[]h“E QLD research
& = 1 - v
SiSrusmge= 2t 2 0Wer ||
VI = ecnnnmles‘a—; SS5E =B E printing > e oy
§52 805, Svehicles# S = S0 wom ol
ot & 1 = Ewm'HEE | -
B E =B pomics™ ig = =

Disruptions

PAUL SCHERRER INSTITUT o

C R E_AT E E'HZU rICh %@ E;‘gmsy % Emé%l\gﬁ LJ_ ] gx: Hans R. Heinimann | 25.06.2018 | 2

'#3)/ UNIVERSITY SMU

Campus for




FRS]| FUTURE 3K
RESILIENT, #f£

SYSTEMS

c Ps Cyber-Physical Systems
c P Hs Cyber-Physical-Human Systems
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Key Messages

Resilience: framework and strategy to cope with
ambiguity and unexpectedness

Building resilience: (1) making systems more robust, (2)
recoverable, and (3) reconfigurable

7. Interconnectedness: driver for ambiguity and unexpectedness
(emergence)

. Regime shifts cannot be predicted with historic data
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Urbanisation — The Main Driver
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. How robust and resilient against a set of

Interdependencies of Infrastructure Systems
. How do system

affect robustness and
resilience
, . . How to detect / anticipate critical
M ¥
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Cyber-Physical Systems Cyber-Physical-Human Systems

Focus on

* Algorithms
 Physical components
e Human agents
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Cyber-Part Trends | Lines of Software Code
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Artificial Intelligence
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Socio-Technical Perspective

System of Users

Engineered
Resilient
P Systems

Operating Organization [Dab, since 2012)

Overcoming Fragmentation
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Regimﬂ Shiﬂs (Osorio et al. 2010)

“Even if it is of low likelihood,
SINGAPORE will do something about

it if the consequence is very high”

Joo Koon train collision, Nov-15-2017

9

Coupling Strength

NANYANG
%‘ TECHNOLOGICAL
55 UNIVERSITY

S
—l

g
(=)
el

el
(—)
|

Not
predictable
from historic

0.01 0.1 1 10
Heterogeneity

PAUL SCHERRER INSTITUT 13

|_,_

kﬁ Hans R. Heinimann |
SMU

25.06.2018 [ n



Increasing Ambiguity and Unexpectedness

Tradiiionl Risk=Bused Resilience=Bused

UnUgEmEnmsianagement Management

Risk

MURRAY, RM., J.C. DAY, M.D. INGHAM, L.
REDER, and B.C. WILLIAMS. 2013.
Engineering Resilient Space Systems.
Pasadena, CA: Keck Institute for Space
; Studies. Accessed [Aug-22-2016].
Jnexnecie
Jil e I jLJ [http://www_kiss.caltech.edu/study/systems/]
— 82 p.
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Resilience — Building Blocks
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resist within acceptable limits of

degradation,
restabilize critical functions,
rebuild functions, and

reconfigure the flow of substances, energy

and services.

COUPLED with

staying aware,

sensemake and anticipate,
respond,

update and adapt.

PAUL SCHERRER INSTITUT =y

BS1_J

SMU

Hans R. Heinimann |

25.06.2018

13



Building Resilience
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Robust Design

mpus

i} Flexible
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Robust Design — Key o Resilience IEEE-30
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Influence of Repair Tactics on Recovery
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Nazli Yonca Aydinl, H. Sebnem Duzgun, Hans Rudolf
30% Heinimann, Friedemann

Wenzel, Kaushal Raj Gnyawali (forthcoming):
Evaluation of operational resilience enhancement
strategies for rural transport networks und
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Flight Operations Recovery After 9/11
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Social Resilience .
Decision Action

Making

Update memory

Reconfigure

develop Rehuild

I I I -~ opIIo.nS Re=-stabilize
ntelligence gbesign
n.d the Resilience-building actions
ptions are comprise of resistance, re-

stabilizing critical social
functions, recovery of social
functions and reconfiguration
of social interactions
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Pitfalls...

Sooo complex,
we have to
model it
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Key Messages

Resilience: framework and strategy to cope with
ambiguity and unexpectedness

Building resilience: (1) making systems more robust, (2)
recoverable, and (3) reconfigurable

7. Interconnectedness: driver for ambiguity and unexpectedness
(emergence)

. Regime shifts cannot be predicted with historic data

T

5. Resilience - change to no to he changed [B Walker 2018]
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High Reliability Organisations (HRO)

[Weick, Hollnagel, Woods)
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